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Purdue Air Link 2.0

What is Purdue Air Link 2.09

Purdue Air Link (PAL) 2.0 is the standard method for connecting to Purdue’s wireless network. PAL
2.0 does not use virtual private network (VPN) connections for authentication, so the connection is
faster and more reliable.

Why should 1 use PAL 2.02

PAL 2.0 is a new method of connecting to and using the wireless network at Purdue’s West Lafayette
campus. It is more secure, reliable, and convenient than the first version of PAL. It uses encrypted
and authenticated connections, also known as Wi-Fi protected access (WPA) connections, to Purdue’s
wireless access points. By using PAL 2.0, users are less likely to experience dropped connections,
and they have the ability to roam to other access points without interruption.

How do | connect to PAL 2.0 with Windows Vista?

1 Click on the Start button, and then click on 4 Type “PAL2.0” (without spaces) for the
Connect To. Network name, select WPA-Enterprise
for the Security type, select both
checkboxes at the bottom of the window,

2Click on Set up a connection or network. and then click Next.

Set up a connection or network
Open Network and Sharing Center
Enter information for the wireless network you want to add
Network name: PAL20|
Security type: _pr—[m:.p-s: 4
H = Encryption tyy TKIP =
Click on Manually connect to a wireless e
X Security Key/Passphrase: \:l [ Display cheracters
network, and then click Next.

[¥] Cannect even if the network is not broadcasting
Warning: I you select this option, your computer's privacy might be t risk.

e

iy Setup 2 dial-up connecti
Connect through a dial-up connection to the Internet.

g Successfully added PAL2.0

< Connectto..
Open the "Connect to a network” dialog soI can connect.

< Change connection settings
Open the connection properties so that 1can change the settings.
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Click on the notification balloon that
pops up in the lower-right corner of your
screen.

[ Wi Additional information is required to connect to PAL2.0. *

“==. Click to provide additional information and connect
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On the Validate Server Certificate
window that appears, click OK.

Go to Start, select Network, and click on
Network and Sharing Center.

Click on Manage Wireless Networks,
right-click on the PAL 2.0 connection,
and then select Properties.

In the window that appears, click on the
Security tab, and then click Settings.

Select Thawte Premium Server CA
from the Trusted Root Certification
Authorities box, and then click
Configure.
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Protected EAP Properties

When connecting:
Validate server certificate

Connect to these servers:

Trusted Root Certification Authorities:

Class 3 Public Frimary Certification Authority
GTE CyberTrust Global Root

Microsoft Root Autharity

Microsoft Root Certificate Autharity

Secure Server Certification Autherity
Thawte Premium Server CA

Thawte Timestamping CA

VeriSign Trust Metwork

Do not prompt user to authaorize new servers or trusted
certification authorities.

Select Authentication Method:

[Sea:edpasmvmd(EAPMS&MPvﬂ '] [gmﬁg.le... ]

Enable Fast Reconnect
[F]Enable Quarantine checks
Disconnect if server does not present cryptobinding TLV

Coc ][ canal ]

Purdue University is an equal access/equal opportunity university.
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Deselect the checkbox in the window
that appears, and then click OK.

'EAP MSCHAPYZ Properties

When connecting:

;.ﬁl..rtomatically use my Windows logon name and ;
password (and domain if arry).

ok ][ Cancsl ]

Click OK two more times to close out of
the wireless network properties.

Click on the notification balloon that
pops up in the lower-right corner of your
screen.

¥ Additional information is required to connect to PAL2.0. X
== Click to provide additional information and connect
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Enter your career account user name
and password in the User name and
Password fields (leave the Logon
domain field blank), and click OK.

Mac users: Locate instructions for using
PAL 2.0 with Mac OS 10.3 or 10.4 at
http.//www.itap.purdue.edu/airlink.
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